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팀 구성의 시작

© Hackingcamp. All Rights Reserved



취약점 분석이란?
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취약점 분석이란?
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취약점분석 = 끝이없는노력



타깃 선정
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CVE-2024-0517(OOB Write Chrome V8)

• Chrome V8의경우 C++ 언어를사용 => 저수준메모리조작가능 & 운영체제연계이해
가능

• Chrome은웹브라우저시장점유율이매우높음 => 취약점발생시영향력이매우큼

• Opensource 라서분석할때보다용이
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타깃 선정 이유



How to deal with issues in team
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사전 지식 - V8이란?
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분석을 시작하며
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사전 지식 - Pipeline
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https://www.youtube.com/watch?v=xckH5s3UuX4&list=LL&index=3



사전 지식 - Allocation Folding
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사전 지식 - Garbage collection
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사전 지식 - Garbage collection
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사전 지식 - Garbage collection
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Proof of Concept 코드



취약점 발생 흐름
1. Parser
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JS code

AST structure



취약점 발생 흐름
2. Ignition
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Ignition
Source Code

Bytecode



취약점 발생 흐름
3. Maglev
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Maglev
Source Code
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Root cause 분석



메모리 할당
With Maglev IR graph
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Young
Space

GC 이후
어떻게 메모리가 변하는가?
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a배열 할당
Expected memory allocation
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elements
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a배열 할당
Actual memory allocation

a array
elements
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Young
Space
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Untriggered Vulnerability
Causes and consequences
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this 객체

x 배열

a 배열



Exploit primitives
With type confusion
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Type confusion with x array & a array

Addrof	primitive

GC	resistance

Arbitrary	read&write
primitive
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왜WebAssembly를써야하는가?

WebAssembly
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ShellCode and RWX region
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Exploit 시연
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1-day exploit 후기
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여담
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What is “Allocation folding”?

Short Quiz
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V8에는많은최적화기법들이존재합니다.
그중사용하지않는객체들을정리하여메모리를회수하는기법의이름은무엇일까요?

Short Quiz
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이번 CVE-2024-0517 취약점이발생한곳은어디인가요?

Short Quiz
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V8엔진의 exploit을위해 WebAssembly를사용하는이유는?

Short Quiz
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